X86 Architecture

The x86 architecture includes a set of registers used by the CPU for various operations.
These registers are essential for executing instructions, storing temporary data, addressing
memory, and controlling the execution flow. The x86 architecture registers can be broadly
categorized into general-purpose registers, segment registers, instruction pointer, flags
register, and control registers.

1. General-Purpose Registers

General-purpose registers are used for arithmetic, logic operations, and data
manipulation. In 32-bit x86 architecture (IA-32), there are eight general-purpose registers:

e EAX (Extended Accumulator Register):

o Used primarily for arithmetic operations. The result of an arithmetic
operation is often stored in EAX. It's also used for functions returning a value
in assembly language.

o 16-bitversion: AX

o 8-bitversions: AH (high byte), AL (low byte)

e EBX (Extended Base Register):

o Commonly used as a base pointer for memory access. It can hold addresses
in memory during array and pointer operations.

o 16-bitversion: BX

o 8-bitversions: BH (high byte), BL (low byte)

e ECX (Extended Count Register):

o Primarily used as a counter in loop operations and for string operations
where repeated operations are performed.

o 16-bitversion: CX

o 8-bitversions: CH (high byte), CL (lLow byte)

e EDX (Extended Data Register):

o Used ininput/output operations and in multiplication and division
operations (for holding parts of the result).

o 16-bitversion: DX

o 8-bitversions: DH (high byte), DL (low byte)

e ESI (Extended Source Index):

o Used as a source pointer for string operations. It points to the source
location in memory from which datais read.

o 16-bitversion: Sl



e EDI (Extended Destination Index):
o Used as a destination pointer for string operations. It points to the
destination location in memory where data is written.
o 16-bitversion: DI
e EBP (Extended Base Pointer):
o Used as a base pointer for the stack frame. It helps in accessing function
parameters and local variables on the stack.
o 16-bitversion: BP
e ESP (Extended Stack Pointer):
o Pointsto the top of the stack. Itis used for stack operations such as push,
pop, call, and return.
o 16-bitversion: SP

2. Segment Registers

Segment registers are used to hold the segment addresses for various segments in
memory. In the x86 architecture, memory is accessed through a combination of segment
and offset addresses.

e CS (Code Segment Register):
o Pointsto the segment containing the current program code. The Instruction
Pointer (IP) register uses CS to locate the next instruction to execute.
e DS (Data Segment Register):
o Pointsto the segment where variables (data) are stored.
e SS (Stack Segment Register):
o Pointsto the segment containing the stack. The Stack Pointer (SP) and Base
Pointer (BP) registers use SS to locate stack data.
e ES (Extra Segment Register):
o Typically used for additional data segments, especially in string and memory
operations.
e FS and GS (Additional Segment Registers):
o Provide additional segment registers for more complex programs. They are
often used in operating systems and multi-threaded applications.

3. Instruction Pointer (EIP)

e EIP (Extended Instruction Pointer):



o Holdsthe address of the next instruction to be executed. The EIP register is
automatically updated after each instruction is executed to point to the
subsequent instruction. It cannot be directly modified by a program; it
changes only through control flow instructions like jumps, calls, and returns.

4. Flags Register (EFLAGS)

e EFLAGS Register:

o The EFLAGS register contains status flags, control flags, and system flags
that affect the operation of the CPU and the results of instructions.
Important flags include:

= CF (Carry Flag): Set when an arithmetic operation generates a carry
or a borrow.

= ZF (Zero Flag): Set when the result of an operation is zero.

= SF (Sign Flag): Set when the result of an operation is negative.

= OF (Overflow Flag): Set when an arithmetic operation causes an
overflow.

= PF (Parity Flag): Set when the number of set bits in the result is even.

= AF (Auxiliary Carry Flag): Used in binary-coded decimal (BCD)
arithmetic.

= DF (Direction Flag): Determines the direction for string operations
(increment or decrement).

= |F (Interrupt Flag): Controls the responsiveness to interrupts. If set,
interrupts are enabled; if clear, interrupts are disabled.

5. Control Registers

Control registers are used to control various aspects of the CPU's operation.

e CRO: Controls the operating mode of the processor (e.g., enabling/disabling paging
and protection levels).

e CR2: Holds the page fault linear address (when a page fault occurs).

e CR3: Contains the physical address of the page directory, used when paging is
enabled.

e CR4: Contains several flags that enable or disable certain CPU features, such as
virtual-8086 mode, protected-mode virtual interrupts, and the time stamp counter.
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